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Some questions...
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Before configuration management
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After configuration management
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behind the scene...
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Before cfengine

= pavel rapm DAVEYI VE G @ 8 otylV
1A= LEOEREESES

e E[RD

X € & FIRE Dk

e R—XSa VIFk(ZHU\ ]
SEOMAIZE LTz DI\ DS 15 L)

AT E 25

AL CLWEWEFTY ]



After cfengine
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cfengine& (&

e Configuration Management System
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e NI —IEI8 (rpm/portage/dpkgDd+)




Overview

Subversion Repository
cfservd

svh commit

cfagent
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Puppet

The next generation tool for sysadmin



Puppet to the rescue!
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Cfengine is not sexy, puppet is
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Example site.pp

\

DA
$default owner = Soperatingsystem ? { Casﬂejé’)\ffﬂi<§3m§ibfc
default => root %%ﬂlMﬁ)\’CﬂéiT

}

Sdefault group = Soperatingsystem ? ({ 47 3) (factor)
FreeBSD => wheel, EYREYEY1—IILA
default => root YIELET

}

file { '"/etc/hosts': \\ /
owner => Sdefault owner,
group => S$default group,
mode :i ?44’ "y module /host /etc/hosts%
source = puppet://server/module/hosts’', i
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Example site.pp (cont.)

class sudo {

Ssudo = S$Soperatingsystem ? {
FreeBSD => 'security/sudo',
default => sudo, *\\\
}
Ssudoers = Soperatingsystem ? { 5
FreeBSD => '/usr/local/etc/sudoers', D) —RA%class
default => '/etc/sudoers' CLTCEEZETEZET
}
package { S$sudo:
ensure => latest, ;///
alias => sudo

}

file { Ssudoers:

source => 'puppet://server/module/sudoers',
mode => 440,

owner => Sdefault owner,

group => Sdefault group,

alias => sudoers

}
}

node www { include sudo }
node mta { include sudo }



7%
Class ssh { / \

package { 'ssh':
eusure => latest,
name => Soperationsystem ? { eme
FreeBSD => 'security/openssh', ﬁ')‘/_z‘iﬁ\l“faaﬁlfc
default => 'openssh' VEDDY—ERZERELET
I
Yo
file { '/etc/ssh': ////
source => puppet://server/module/ssh,
recurse => true,
notify => Servicel[ssh]

Yo
service { 'ssh':
name => sshd,
ensure => running,
subscribe => Package[ssh]
Yo
}

node www { include ssh }
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+ Osiris, Samhain, AIDE...

+ A comparison of several host/file
integrity checkers (scanners) [2]
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PuppetD IRk &S5 14
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« FreeBSD (official sysutils/puppet)

+ Gentoo (1n bugs)

+ OpenBSD (official)
+ Debian (official)
+ SUSE (official)

+ Fedora (official?)

o FXHEM/EIF I

+ Organizations using Puppet [3]




RANCID

Really Awesome New Cisco conflg Differ
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L2/L3RAyFE-o>TIEYaVEE

Perl+expect+telnet/SSH Cshow conf
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But, it works!
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Conclusion
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